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24 ABSTRACT (271 words)

25 Objective: To better understand diverse experts’ views about the ethical implications of 

26 ongoing research funded by the National Institutes of Health that uses machine learning 

27 to predict HIV/AIDS risk in Sub-Saharan Africa based on publicly-available 

28 Demographic and Health Surveys data. 

29 Design: Three rounds of semi-structured surveys in an online expert panel.

30 Participants: Experts in informatics, African public health and HIV/AIDS and bioethics 

31 were invited to participate.

32 Measures: Perceived importance of or agreement about relevance of ethical issues on 

33 5-point uni-polar Likert scales. Qualitative data analysis identified emergent themes 

34 related to ethical issues and development of an ethical framework and 

35 recommendations for open-ended questions.

36 Results: Of the thirty-five invited experts, 22 participated in the online expert panel 

37 (63%). Emergent themes were the inclusion of African researchers in all aspects of 

38 study design, analysis, and dissemination to identify and address local contextual 

39 issues, as well as engagement of communities. Experts focused on engagement with 

40 health and science professionals to address risks, benefits, and communication of 

41 findings. Respondents prioritized the mitigation of stigma to research participants but 

42 recognized trade-offs between privacy and the need to disseminate findings to realize 

43 public health benefits. Strategies for responsible communication of results were 

44 suggested, including careful word choice in presentation of results and limited 

45 dissemination to need-to-know stakeholders such as public health planners. 
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46 Conclusion: Experts identified ethical issues specific to the African context and to 

47 research on sensitive, publicly-available data, and strategies for addressing these 

48 issues. These findings can be used to inform an ethical implementation framework with 

49 research stage-specific recommendations on how to utilize publicly-available data for 

50 machine-learning-based predictive analytics to predict HIV/AIDS risk in Sub-Saharan 

51 Africa.

52

53 Strengths and limitations of this study

54  A strength of this study is that it represents the perspectives of diverse experts 

55 on the unique ethical issues raised by the use of predictive analytics for 

56 HIV/AIDS risk on large public health datasets in Sub-Saharan Africa. 

57  Another strength of the study is our use of open-ended questions and qualitative 

58 analysis of anonymously collected data to enhance breadth and validity of 

59 responses, and three rounds of iterative surveys to identify and resolve areas of 

60 disagreement.

61  A third strength of the study is that it elicited specific suggestions from experts to 

62 navigate ethical tradeoffs, such as alternative methods of describing and 

63 disseminating findings of predictive analytics to minimize risks to privacy and of 

64 stigmatization, and suggestions for prioritizing specific groups for community 

65 engagement.
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66  The main limitation of this study is that a small number of respondents completed 

67 all three surveys, however, our expert respondents did represent diverse 

68 perspectives in informatics, bioethics of Africa-based studies, and African public 

69 health and HIV/AIDS.
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89 INTRODUCTION

90

91 It is now well recognized that the use of big data for health research poses 

92 significant ethical challenges.1–3 In particular, such research poses risks to the privacy 

93 of sensitive information as well as the potential for re-identification, stigmatization, and 

94 bias.4–6 Many research cohort datasets with individual or patient-level information are 

95 available, such as those from epidemiological studies from biobanks (e.g., UK Biobank), 

96 repositories (such as dbGaP), and surveillance programs (e.g., Demographic and 

97 Health Surveys and US Centers for Disease Control and Prevention). 

98 Several research studies aim to predict HIV/AIDS status in Sub-Saharan African 

99 (SSA) countries using data from the Demographic and Health Surveys (DHS).7,8 While 

100 there were no specific regulatory barriers to this research, it raised concerns for the 

101 researchers about whether existing ethical frameworks were adequate to address its 

102 specific constellation of characteristics. Namely, these included the particularly sensitive 

103 nature of HIV/AIDS, especially in SSA countries, the region’s history of human rights 

104 abuses and exploitation, and the goal of predicting HIV/AIDS status using easily 

105 ascertainable features.

106 We therefore conducted a series of surveys of an expert panel with diverse 

107 expertise, including bioethics of Africa-based studies, informatics, and African public 

108 health and HIV/AIDS to better understand the ethical implications and concerns about 

109 this type of research and to inform an ethical framework and recommendations for 

110 researchers.

111
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112 METHODS

113

114 Approach

115 Our overall approach was modeled after the Delphi method, but was heavily 

116 modified because our goal was not to achieve consensus but to document the range of 

117 perspectives of experts from diverse backgrounds about ethical issues and converge on 

118 recommendations for addressing them. Therefore, we relied largely on qualitative 

119 analysis, based on responses to open-ended questions to identify themes not already 

120 identified in the literature. We also asked closed-ended questions to better understand 

121 how individuals prioritized specific ethical issues and recommendations. We surveyed 

122 an expert panel in multiple rounds, building on responses to each round to develop the 

123 questions for the next one. We focused on identifying questions that required 

124 clarification or that indicated areas of disagreement that could be probed with more 

125 specificity in the subsequent survey. 

126

127 Sample

128 We identified 35 experts in informatics (n=10), African public health and 

129 HIV/AIDS (n=9) and bioethics of Africa-based studies (n=16) through searches of the 

130 biomedical and ethics literature and by snowball sampling. All but one of the public 

131 health and bioethics experts were from African countries (Ethiopia, Ghana, Kenya, 

132 Nigeria, Rwanda, South Africa, Uganda, Zambia, Zimbabwe), and all of the informatics 

133 experts had their primary academic appointments in the United States, but did work on 

134 health in Africa.  Experts were invited by email and were offered US$200 for 
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135 participation in all three surveys. Twenty-two agreed by email to participate 

136 (22/35=63%). Five actively declined, and eight did not respond to the initial invitation or 

137 to follow-up emails.

138

139 Surveys

140 We administered a series of three online, scenario-based semi-structured 

141 surveys, anonymously via Qualtrics, to make participation convenient and encourage 

142 frank responses. Respondents were allowed approximately three weeks to respond, 

143 with two reminder emails to all 22 who initially agreed to participate. 

144 Survey 1 began with a scenario describing an actual research study funded by 

145 the National Institute of Allergy and Infectious Diseases at the US National Institutes of 

146 Health (Box 1). The study utilizes large, publicly-available survey cohort data that 

147 includes detailed health data and HIV status of millions of survey participants 

148 throughout the world, socioeconomic data, and Global Positioning System (GPS) 

149 coordinates of randomly displaced neighborhoods by up to 5km to protect privacy. Data 

150 collection is conducted with informed consent by interviewers in person, and reviewed 

151 and approved by an ethics review board in individual countries. Data users must 

152 register for data access and undergo review by their local ethics review board (Box 1).

Box 1: Survey 1 scenario

A group of American scientists funded by the US government is developing big data 
tools to identify individuals and groups at elevated risk of acquiring HIV in Sub-Saharan 
Africa. The purpose of the project is to help ministries of health and international public 
health organizations target testing and treatment programs to the individuals and groups 
most at-risk. The scientists are using large, publicly-available datasets that identify the 
HIV status of millions of individuals, and hundreds of additional personal and household 
features of these individuals, some of which is collected by surveys. Household wealth, 
educational history, marital status, and the GPS coordinates of the households’ village 
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or neighborhood, among others, are characterized in detail. The data are readily 
available on the web for anyone who registers, and the source code for using the data 
and executing the HIV risk identification procedures are posted for public access. Policy 
makers in African countries have expressed interest in the findings, but have not 
specified how they plan to use the new information. 

153  

154 The survey began with three open-ended questions about 1) ethical issues they 

155 believed should be addressed by researchers conducting the study; 2) any details about 

156 the study that were not provided in the scenario but would be important to 

157 understanding the associated ethical issues; and 3) any specific recommendations for 

158 researchers conducting this or similar studies.  We then asked respondents to rate the 

159 importance of seven ethical issues that we identified in the literature as potentially 

160 relevant to this scenario, using a 5-point uni-polar Likert scale ranging from 1=Not 

161 important at all to 5=Absolutely essential. Ethical issues included privacy, validity, power 

162 disparities, alignment and conflicts of interests, benefit-sharing, stigma, and bias. We 

163 specifically presented these seven issues after the open-ended questions in order to 

164 avoid anchoring or constraining open-ended responses, in hopes of eliciting a wide 

165 range of ethical issues and recommendations. 

166 Surveys 2 and 3 were designed based on the responses to the previous surveys, 

167 as described below in Results.

168

169 Patient and public involvement

170 Patients and the public were not involved in research question development, 

171 study design, or analysis since the research specifically sought to elucidate experts' 

172 opinions on research utilizing big data for predicting HIV/AIDS. The expert panelists did 
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173 propose appropriate approaches for community and public engagement and for 

174 disseminating sensitive research findings.

175

176 RESULTS

177

178 Survey 1

179 Of the 22 experts who agreed to participate in the panel, 16/22 (73%) responded 

180 to Survey 1 (overall response rate 16/35 = 46%). Because survey responses were 

181 anonymous, we do not know what proportion of respondents were experts in 

182 informatics, public health, or bioethics. In responses to closed-ended questions (see 

183 Table 1) respondents rated almost all issues as “of average importance”, “very 

184 important”, or “absolutely essential” (6 of 7 issues had a mean rating of at least 4.0 on a 

185 scale of 1-5), and did not rate any of the 7 issues as Not Important At All or Of Little 

186 Importance. Nevertheless, two items clearly emerged as being most important. First 

187 was the potential to stigmatize groups or populations that are uniquely identified by the 

188 research (all rated this issue as Absolutely Essential) and, second, the privacy of 

189 individuals (14 rated this as Absolutely Essential, 2 as Very Important). The next two 

190 most important issues identified were the validity of findings using big data tools, and 

191 potential for bias.

192 Open-ended responses were exceptionally rich, and reflected issues of re-

193 identification, stigma, discrimination against individuals, families, or geographically 

194 defined and/or socially defined groups, consistent with the importance accorded these 

195 issues in the responses to the closed-ended questions which were asked later in the 
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196 survey. Respondents brought up several general ethical concerns commonly raised in 

197 relation to biobanking in SSA, such as data ownership and access, data security and 

198 privacy, research priority setting, and benefit-sharing.9–11

199 Several responses raised concerns around individual autonomy and consent 

200 obtained to use personal data, whether at the initial collection of DHS data or at the start 

201 of research utilizing machine learning predictive analytics to analyze the data. These 

202 responses indicated that respondents needed more detail on how informed consent and 

203 ethical review processes were conducted for data collection for the DHS and for data 

204 use by individual researchers.  As a result, we significantly expanded the description of 

205 the study for Survey 2 (Box 2).

Box 2: Survey 2 scenario

Research team: US-based scientists with expertise in infectious diseases and 
bioinformatics. 
Funding source: US Department of Health and Human Services.

Rationale: HIV is the largest single cause of death among adults in Sub-Saharan 
Africa, responsible for about a fifth of all adult deaths in 2017. However, despite the 
dramatic increase in the availability of antiretroviral therapy, over 1.2 million people 
were newly infected in Sub-Saharan Africa in 2017, an incidence rate more than 10-fold 
higher than in the United States. A better understanding of the social, behavioral, 
environmental, and economic contexts that influence HIV risk could improve the 
effectiveness and efficiency of prevention and treatment programs. 

Aims: The overall goal is to analyze large-scale datasets of HIV in Sub-Saharan Africa 
to identify new risk factors with potential to improve HIV care, and to help ministries of 
health and international public risk factors with potential to improve HIV care, and to 
help ministries of health and international public health organizations target testing and 
treatment programs. 

Methods: The primary approach entails aligning HIV test results (positive or negative 
for HIV-1) with all social, economic, behavioral, and environmental features collected on 
individuals in the Demographic and Health Surveys (DHS). The DHS has completed 
home-based HIV testing on over 1,000,000 individuals in sub-Saharan Africa, and the 
entirety of the DHS information – over 1,000 potential predictors for the average person 
– is available for each individual, de-identified as described below (see section on Data 
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privacy, access and ethical review, below). For all biomarker testing, verbal pre- and 
post-test counseling and printed information are provided to respondents, and test 
results are kept confidential. HIV-positive respondents are referred to a local health care 
facility for appropriate care. Analytic approaches include testing for association of HIV 
status with each of the predictors, as well as building sophisticated prediction models of 
HIV status using statistical learning approaches such as LASSO and Elastic Net. 

Data sources: USAID Demographic and Health Surveys (DHS) from all Sub-Saharan 
African countries. All survey data are publicly available and are collected through a 
Household Questionnaire, and Individual Man’s or Woman’s Questionnaire, and a 
Biomarker Questionnaire. Household wealth, educational history, marital status, and the 
GPS coordinates of the households’ village or neighborhood, among others, are 
characterized in detail. Biomarker testing for HIV status has been conducted in all 
endemic sub-Saharan countries since 2003. 

Data privacy, access, and ethical review: Respondent interview and data files are 
initially identified by enumeration area (EA) and household numbers and then 
coversheets with these identifiers are destroyed and EA/household numbers are 
randomly reassigned. Geographic coordinates of each survey are displaced in a 
random direction and distance up to 2 km (urban) or 5 km (rural) and randomly selected 
rural clusters displaced up to 10 km.

DHS questionnaires and general data collection procedures are reviewed and approved 
by an external Institutional Review Board (IRB) and country-specific protocols are 
reviewed and approved by an IRB from the individual country, which ensures that the 
survey complies with national laws and norms. Informed consent is conducted by 
interviewers in person, in a private location to provide privacy about sensitive topics, 
and includes a discussion of the purpose of the interview or test, privacy about sensitive 
topics, and includes a discussion of the purpose of the interview or test, expected 
duration, procedures, potential risks and benefits to the respondent, and contact 
information for a person who can provide more information. Consent for those 
undergoing HIV testing for DHS also explains that test results cannot be provided to 
individuals because names are not attached, but that a free voucher for health services 
that can provide HIV testing, and a list of local testing facilities is provided for study 
participants and their partners.

In order to access the DHS data, the US researchers registered for data access on the 
DHS website. Registration requires a project description and consent for maintaining 
the data secure and publishing only aggregated findings (i.e., not individual-level data). 
Once access was granted, the US researchers downloaded the data to secure servers 
with password protected access. The US researchers’ protocol has been reviewed and 
approved by their university’s IRB but is not considered human subjects research 
because it is considered research on an existing publicly- available, de-identified and 
non-coded dataset.

206

Page 12 of 30

For peer review only - http://bmjopen.bmj.com/site/about/guidelines.xhtml

BMJ Open

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60

P
ro

tected
 b

y co
p

yrig
h

t, in
clu

d
in

g
 fo

r u
ses related

 to
 text an

d
 d

ata m
in

in
g

, A
I train

in
g

, an
d

 sim
ilar tech

n
o

lo
g

ies.
 . 

E
n

seig
n

em
en

t S
u

p
erieu

r (A
B

E
S

)
at A

g
en

ce B
ib

lio
g

rap
h

iq
u

e d
e l

 
o

n
 Ju

n
e 14, 2025

 
h

ttp
://b

m
jo

p
en

.b
m

j.co
m

/
D

o
w

n
lo

ad
ed

 fro
m

 
28 Ju

ly 2021. 
10.1136/b

m
jo

p
en

-2021-052287 o
n

 
B

M
J O

p
en

: first p
u

b
lish

ed
 as 

http://bmjopen.bmj.com/


For peer review only

12

207 The specific use of big data predictive analytics generated several ethical issues 

208 that respondents wanted to ensure were properly addressed prior to any research, 

209 including assessment of the potential for bias, independent review of the validity of the 

210 predictive analytics tools, and establishment of a plan for monitoring interventions for 

211 harm that could result based on which individuals or groups were identified as being 

212 high risk for HIV/AIDS. Several respondents also emphasized the need for researchers 

213 to think through how the big data predictive analytics outcomes can be used to inform 

214 testing and treatment programs beyond simply identifying high-risk individuals or 

215 groups.

216 Respondents articulated a number of ethical issues that were not mentioned in 

217 the closed-ended questions, especially concerns about using DHS data sources to 

218 predict HIV/AIDS risks specific to the African context. Contextual factors cited included 

219 a history of human rights abuses, lack of trust in government, misuse of research 

220 findings, HIV-associated characteristics (e.g., homosexuality) that are crimes in some 

221 African countries, lack of expertise in big data analysis, lack of agency of African 

222 researchers and ethicists, compliance with or lack of country-specific laws and policies, 

223 and the need for engaging African scientists in order to provide contextual knowledge to 

224 inform best research and ethics practices. Another theme that emerged was concern 

225 about data on Africans being used by non-African researchers (see Table 2).

226

227 Survey 2

228 We invited all 22 experts who agreed to participate in the panel to take Survey 2, 

229 regardless of whether they had taken Survey 1. Ten experts responded (10/22 = 45%).
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230 Survey 2 focused on issues that respondents indicated were most important in 

231 Survey 1. All 5 of the survey questions were open-ended, and were presented to 

232 participants as themes reflecting areas of consensus that had emerged in the previous 

233 survey. Survey 2 questions focused on 1) stakeholder engagement; 2) 

234 privacy/stigmatization/discrimination; 3) ethics review; 4) data access; and 5) 

235 dissemination and communication of study findings (Box 3).

Box 3: Survey 2 questions

Q1. Stakeholder and community engagement. A theme that emerged from 
responses to Survey 1 was the need for the researchers to engage stakeholders in the 
planning, design, analysis and dissemination of the research in order to identify and 
address contextual factors, including local laws and attitudes. The stakeholders 
included African scientists, ethicists, public health policy makers, and communities. 

Given that the DHS data come from a large number of countries and are intended to be 
nationally representative, how would you suggest that the task of stakeholder 
engagement be approached, and by whom?

Q2. Privacy, stigmatization and discrimination. Data privacy was clearly identified in 
Survey 1 as the most important ethical concern about the HIV Big Data research 
project, primarily because of the potential for stigmatization of and discrimination 
against people with HIV/AIDS. Even though data obtained by the researchers have 
been stripped of explicit identifiers, and data have been randomly displaced 
geographically, re-identification of individuals, families, and groups defined by 
geographical or phenotypic characteristics could still be a concern because of the large 
amount of data collected about each individual. The US researchers have assured their 
IRB that they will not attempt to re- identify individuals or groups from the subset of DHS 
data that they have obtained, but risk factors that emerge from their analysis could be 
used to identify and thus stigmatize or discriminate against those with those 
characteristics.

How would you suggest that the US researchers minimize the chances that their 
identification of risk factors is misused?

Q3. Ethics review. Data collection for the DHS surveys was conducted with informed 
consent and with centralized ethics review of the general protocol and local review of 
country- specific protocols. Because the data are publicly available, the US researchers’ 
IRB does not consider the secondary analysis of the data to be human subjects 
research. Although the US researchers obtained IRB approval from their university for 
their study, it was considered “exempt”, so further review and informed consent was not 
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required.

In Survey 1, some respondents expressed the need for ethics review. Do you believe 
that the centralized and local review of the DHS survey and by the US university 
sufficient? If not, what additional review should be instituted, by whom, and why?

Q4. Data access. The DHS dataset is publicly available but subject to some access 
control. Any requests for access to data must be approved by DHS staff. General 
approvals do not automatically guarantee access to the HIV data. Separate requests 
must be made to access both the general survey and HIV survey data.

Do you believe that this type of control of access to the DHS dataset is sufficient to 
prevent misuse? If not, what additional controls would you recommend?

Q5. Study findings. The analysis of the DHS data is anticipated to identify a set of risk 
factors for acquisition of HIV. 

Do you have any recommendations for the data analysts for how best to communicate 
what these risk factors are, assuming that the study findings will be disseminated to 
governmental and non-governmental public health organizations, other scientists, and 
to the general public?

236

237 Overall, community and stakeholder engagement that includes Africans, ideally 

238 in relevant countries, was seen as key to minimizing risks at several stages of the 

239 research process, including data access, protocol oversight, and dissemination and 

240 implementation of findings. Some recommended engagement at the regional as well as 

241 national level, and respondents named a wide range of stakeholder groups (see Table 

242 3). There was also broad support for community engagement in general to protect 

243 interests of local communities, groups and individuals. This engagement would provide 

244 the opportunity to better understand local concerns, values, norms, and cultural 

245 considerations and guide researchers on how to communicate findings in a way that 

246 mitigate risks to communities and individuals. Other purposes of stakeholder and 

247 community engagement were to provide education to public health officials and 
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248 policymakers, clinicians, and communities, enhance buy-in, identify opportunities for 

249 capacity building and translation, and ultimately build trust and collaboration.

250 While Survey 1 indicated consensus on privacy as a primary concern, in Survey 

251 2, statements about how researchers could address this issue were mixed. Some 

252 acknowledged limits on researchers’ ability to prevent misuse of findings or to 

253 completely protect data privacy; however, others also proposed specific actions to 

254 minimize harms. For example, one respondent said, “Of course there is nothing like 

255 absolute anonymization of data. I suggest that if sensitive results are obtained, it is 

256 imperative that the US research team works with communities in the affected countries 

257 on how best to disseminate the findings.” Another suggested, “Decide not to report data 

258 sub-groups containing very small numbers of individuals.”

259 There was a lack of consensus on the adequacy of centralized versus local 

260 ethics review and whether research on publicly-available or de-identified data was 

261 considered exempt from ethics review. There was also disagreement about the 

262 adequacy of existing data access control and protection against stigma and 

263 discrimination from study findings. While one respondent suggested that data access 

264 controls were sufficient because data were de-identified, another would require “a clear 

265 data analysis and dissemination plan”, and another stated that protocol-specific data 

266 sharing agreements were necessary, because “Africa has suffered most from 

267 exploitation; both for research subjects and researchers.”

268 The findings from Survey 2 were used to design Survey 3 to probe areas of 

269 disagreement, and to elicit details that could inform draft recommendations about 

270 stakeholder engagement and ethics review.
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271

272 Survey 3

273 We invited all 22 experts who agreed to participate in the panel to take Survey 3, 

274 regardless of whether they had taken Surveys 1 or 2. Ten experts responded (10/22 = 

275 45%). Because the surveys were anonymous, we do not know whether these 10 

276 respondents were the same as those who responded to Survey 2.

277 In Survey 3, we presented the same scenario as in Survey 2, providing additional 

278 examples of analysis that could be conducted using the DHS data that highlighted the 

279 types of features that could be identified as risk factors using predictive analytics, and 

280 presented alternative ways of describing research findings that would pose tradeoffs 

281 between dissemination and privacy (Box 4). 

Box 4: Survey 3 examples added to research scenario

Here are examples of data analyses that could be conducted with DHS data:

These analyses would use data collected in 30 African countries, and include: the 
results of HIV tests from about 1,000,000 men and women between the ages of 15 and 
49 (women) or 15 and 59 (men) who had consented to an HIV test; household data 
(e.g. floor material, water source, electricity); family information (marital status, number 
of children); health information (hemoglobin measurement, height and weight); family 
planning information (use of contraception, sexual behavior patterns); and health 
behavior information (vaccination status, use of antenatal care services) among others.

The analysis tests, statistically, which of these personal characteristics are most 
strongly associated with HIV status, and the precision of predictions from small subsets 
of characteristics. The predictors may or may not have been identified by previous 
epidemiological research, but may be strongly predictive. For example, bicycle 
ownership is, in some surveys, a strong predictor of HIV status, and adding it to a risk 
prediction model can improve prediction accuracy of HIV status from 82% to 85%.

One type of analysis would identify the individual features that are most closely tied to 
HIV status. This would have the potential to improve targeting of public health programs 
or help design interventions. For example, if widowhood is identified as a strong 
predictor of being HIV-positive, this can help design testing and prevention programs 
that are tailored to widows. This is similar to the identification of male circumcision as a 
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risk factor that led to clinical trials and large-scale public health programs.

Another type of analysis would create risk scores that are a weighted combination of 
many individual features. This risk score would emerge from a commonly-used “black 
box” machine learning approach that chooses the combination of features that best 
predicts HIV status. The product of this analysis may not disclose any individual risk 
factors, and indeed some factors might only be predictive in combination with others.  
The analysis could report how well models predict the chance of being HIV-positive 
given a combination of features.

282

283 We then sought to clarify positions expressed by respondents in Survey 2 by 

284 focusing on policies and actions regarding: 1) who to include in stakeholder 

285 engagement; 2) strategies for dissemination of research findings to mitigate 

286 stigmatization and discrimination, and 3) requirements for ethical review, with a closed-

287 ended component and opportunity for open-ended explanation. Question 1 about 

288 stakeholder engagement asked respondents to rate the importance of including each of 

289 a list of potential stakeholders on a Likert scale ranging from Critically important to 

290 include to Do not include. Questions 2 and 3 asked respondents to rate their level of 

291 agreement with statements on balancing privacy, stigmatization, and discrimination 

292 concerns with the dissemination of useful findings of risk factors for HIV/AIDS and their 

293 level of agreement with statements on the level of ethics review that is sufficient.

294 When asked which specific stakeholders would be critically important to include 

295 in stakeholder engagement, over half of participants believed African data scientists, 

296 African ethicists, representatives from a national Ministry of Health and representatives 

297 from African universities were necessary to include. Interestingly, responses were split 

298 (roughly in half) on whether African religious leaders and healers, African health 

299 workers and African patients and families were critically important to include or not 

300 important to include in stakeholder engagement. There were divergent opinions as to 
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301 the necessity of representatives from local communities as well. This is perhaps in part 

302 due to the nature of the data having been collected within multiple countries, where 

303 ‘local’ might be difficult to define given the context. One respondent articulated the 

304 concern that it might prove difficult to identify and engage with local communities with 

305 data coming from over one million people.

306 Representatives from the African regional WHO office (AFRO) and 

307 representatives from the African Academy of Science and public-health-related NGOs 

308 were viewed as stakeholders to include if resources were available, but not critical. For 

309 some participants, the stage of the study influenced which stakeholders they felt were 

310 relevant to engage. For example, community members only need to be engaged to 

311 minimize risks once the analysis is complete and agencies intend to take action based 

312 on results of the analysis. 

313 When asked about the balance between the benefits of disseminating the 

314 research findings and risks of identification and stigma, there was support for some 

315 limitations on reporting (i.e. reporting overall performance of predictive models rather 

316 than individual risk factors) but less agreement about restricting reporting of findings 

317 that could identify small numbers of individuals if the findings would be less useful for 

318 public health officials. There was broad agreement on the need for community 

319 representatives to have input on how risk factors are described in publications, but less 

320 so for input by public health officials. There was strong disagreement with the proposed 

321 statement that researchers cannot do anything to protect against stigmatization based 

322 on risk factors. Several strategies on the communication of results were suggested, 

323 including reviewing and validating predictive models, careful word choice in the 
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324 packaging of results, and limited dissemination to need-to-know stakeholders such as 

325 public health planners.

326 In clarifying the divergence of responses in Survey 2 on the amount of ethics 

327 review required for data collection and data analysis, a majority of respondents agreed 

328 that the combination of centralized ethics review of data collection and institutional 

329 ethics review of data analysis by the researchers’ institution would be sufficient. Most 

330 respondents disagreed with the suggestions of requiring additional ethics review by all 

331 national research ethics committees of countries involved in data collection or additional 

332 ethics review by regional or African organizations.

333

334 DISCUSSION

335

336 It is increasingly recognized that the use of predictive analytics and artificial 

337 intelligence techniques such as machine learning on health data raises new ethical 

338 concerns or exacerbate existing issues. Most research to date has unearthed issues 

339 arising in high-income contexts, but we demonstrate here that many of these issues are 

340 salient for lower-income contexts as well. The rapid convergence and availability of new 

341 analytic methods and big data bring out issues arising from the use of such techniques 

342 on publicly-available datasets, especially with sensitive data such as HIV/AIDS status. 

343 We explored these issues as they pertained to actual US-funded research that uses 

344 data from individuals in SSA, a context that could sharpen ethical and social concerns. 

345 We demonstrate that issues of data privacy, stigma and discrimination, which are well-

346 documented concerns of big data, were identified as key issues. However, our expert 
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347 panel largely agreed that the current practice of ethical review at the point of data 

348 collection and individual projects using large datasets was sufficient even in the SSA 

349 context.

350 While experts in our panel pointed to other problematic features of big data and 

351 predictive analytics such as bias, the preponderance of responses to open-ended 

352 questions highlighted ethical concerns that would apply to much of biomedical research 

353 generally, but with a focus on contextual factors. These factors included a history of 

354 human rights abuses, lack of trust in government and in non-African researchers, 

355 misuse of research findings, and obligations of US researchers to help build research 

356 capacity in Africa.12

357 On the other hand, there was some acknowledgement of the potential benefits 

358 from research presented in the scenario, as well as recognition of the inability to 

359 maintain anonymity of research data. As a result, respondents were reluctant to support 

360 a complete block of the dissemination of findings. Respondents put forward a number of 

361 practical and feasible suggestions aimed at big data research, including privacy-

362 preserving approaches for reporting the findings of predictive analytic models such as 

363 reporting overall performance of predictive models rather than individual risk factors.  In 

364 addition, respondents suggested that benefits from research would be enhanced by 

365 validation of predictive analytic tools.

366 Our findings are consistent with previous studies that raised concerns over 

367 privacy, confidentiality, consent, and data misuse in the African context.13–15 Our results 

368 demonstrate that consent and ensuring individual privacy and confidentiality were of 

369 primary concern to the expert panel, especially given use of predictive analytics. 
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370 Our findings mirror statements of others such as the H3Africa working group on 

371 ethics, who identified that community engagement is needed to support the informed 

372 consent process in the context of genomic research in Africa.16 Others have stressed 

373 that community engagement in public health research in Africa is not only instrumental 

374 to recruitment and retainment of participants in research studies, but also intrinsically 

375 valuable as good ethical practice.13 Divergent from these findings, we saw no explicit 

376 connection drawn between community engagement and informed consent. However, 

377 both topics were raised by our expert panel as separate issues that needed to be 

378 addressed.

379 Community engagement is seen as a critical part of health research in general, 

380 especially in SSA, given the history of exploitation.15,17–19 Yet, there is extensive 

381 variation in defining what constitutes a “community”.15,16,20,21 Our findings indicate 

382 recognition of the need for engagement at national, regional, and local levels with a 

383 wide array of proposed participants. Interestingly, our panel of experts found other 

384 stakeholders (i.e. African ethicists, university researchers, data scientists, and 

385 representatives from ministries of health and universities) beyond local communities to 

386 be crucial to engage with in order to minimize risks of stigmatization and discrimination. 

387 It is important to consider the nature of predictive analytics and big data research as 

388 transnational and inclusive of many individuals’ data. Therefore, this focus on broader 

389 stakeholders' engagement is explicable and perhaps a somewhat unique feature to 

390 research involving big data. Of course, these stakeholders have been identified as 

391 proposed participants of engagement for health research before, including within the 
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392 context of genomics and biobanking in Africa.9,22,23 Some have also suggested these 

393 stakeholders are in fact “community” in a broader interpretation.15 

394 Public health data shared appropriately depends on “the trust and confidence of 

395 those from whom such data are derived and relate to”.13 Community and stakeholder 

396 engagement activities are key to developing such trust, and should be considered by 

397 researchers conducting studies using data from populations where trust has historically 

398 been threatened. The expert panel’s recommendations around which stakeholders are 

399 essential to include can help researchers using predictive analytics and artificial 

400 intelligence engage with relevant communities.

401 One limitation of this study was the small number of respondents that completed 

402 all three surveys. However, the participants were experts in their respective fields of 

403 informatics, public health, HIV/AIDS, and bioethics in Africa, which increased 

404 confidence in the insights reported. In addition, the informatics experts were largely US-

405 based, although they had experience in working on HIV/AIDS and internationally.

406

407 CONCLUSION

408 Experts identified a number of ethical issues involved in carrying out research 

409 using big data predictive analytics to identify high-risk individuals or groups for 

410 HIV/AIDS in SSA. While many of these issues were not specific to big data or predictive 

411 analytics, our expert panel did focus on features specific to the SSA context, especially 

412 the inclusion of African researchers in all aspects of research. The expert panel offered 

413 strategies for navigating the trade-off between protection of privacy of sensitive and big 

414 data and dissemination of results, as well as priorities for which communities to involve 
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415 in stakeholder engagement. Overall, the findings from this study can potentially inform 

416 an ethical implementation framework with research stage-specific recommendations on 

417 how to utilize machine-learning-based predictive analytics to predict risk of HIV/AIDS 

418 and other potentially sensitive conditions (such as COVID-19) in SSA. The 

419 recommendations could also be applicable to studies conducted in the context of 

420 serving historically disadvantaged or exploited groups more broadly.

421
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513 Table 1: Importance of ethical issues (Survey 1)
514

Item Mean
(1= not 

important 
at all, 5= 

absolutely 
essential)

N=16

SD

Potential to stigmatize identifiable groups or populations 5.0 0.00
Privacy of individuals whose data are contained in the 
databases

4.9 0.35

Validity of big data analytic tools 4.4 0.50
Potential bias introduced by big data analytic tools 4.3 0.70
Alignment of the interests of scientists, funding agency, and 
the intended beneficiaries

4.1 0.70

Benefit sharing between scientists and survey respondents 4.0 0.90
Power and economic disparities between scientists and 
survey respondents

3.8 0.75

515
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516 Table 2:  Contextual factors – exemplar quotes from Survey 1 respondents
517

Need for engaging African scientists
“For instance, a South African HIV researcher would be knowledgeable about 
existing stigma relating to this condition and to any attributes of the population 
groups that could be identified through this research. He or she would likely be in 
a better position than someone who has never been here to assess whether and 
when particular kinds of scientific results would be likely to fuel existing stigma or 
discrimination. He or she would also have ongoing access to these communities 
and would likely have some insight into how such groups should be referred to in 
publications emanating from this research.”

“The exclusion of African researchers from research about Africans, in my view, 
means that we do not maximize the opportunity to be effective.”

“The Americans (and their funders) should be in Africa, training Africans in big 
data methods and tools.”

Data on Africans being used by non-African researchers
“Countries in SSA are concerned with information being used by researchers 
abroad, and do not appreciate information being stored in servers outside of their 
countries, or extracted for analysis in abroad.” 

518
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519 Table 3: Potential relevant stakeholders for engagement identified by expert panel
520

Regional level: National level: Local level:
African Academy of 
Sciences 

Ministries of Health Individuals

World Health 
Organization Regional 
Office for Africa (AFRO)

Universities Communities

Public health-related 
NGOs

Community advisory 
boards

African public health 
policymakers

Religious leaders

African scientists (clinical 
and public health 
scientists, biomedical 
researchers, and data 
scientists)

Traditional healers

African healthcare 
workers
African ethicists

521
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24 ABSTRACT (271 words)

25 Objective: To better understand diverse experts’ views about the ethical implications of 

26 ongoing research funded by the National Institutes of Health that uses machine learning 

27 to predict HIV/AIDS risk in Sub-Saharan Africa based on publicly-available 

28 Demographic and Health Surveys data. 

29 Design: Three rounds of semi-structured surveys in an online expert panel using a 

30 modified Delphi approach.

31 Participants: Experts in informatics, African public health and HIV/AIDS and bioethics 

32 were invited to participate.

33 Measures: Perceived importance of or agreement about relevance of ethical issues on 

34 5-point uni-polar Likert scales. Qualitative data analysis identified emergent themes 

35 related to ethical issues and development of an ethical framework and 

36 recommendations for open-ended questions.

37 Results: Of the thirty-five invited experts, 22 participated in the online expert panel 

38 (63%). Emergent themes were the inclusion of African researchers in all aspects of 

39 study design, analysis, and dissemination to identify and address local contextual 

40 issues, as well as engagement of communities. Experts focused on engagement with 

41 health and science professionals to address risks, benefits, and communication of 

42 findings. Respondents prioritized the mitigation of stigma to research participants but 

43 recognized trade-offs between privacy and the need to disseminate findings to realize 

44 public health benefits. Strategies for responsible communication of results were 

45 suggested, including careful word choice in presentation of results and limited 

46 dissemination to need-to-know stakeholders such as public health planners. 
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47 Conclusion: Experts identified ethical issues specific to the African context and to 

48 research on sensitive, publicly-available data, and strategies for addressing these 

49 issues. These findings can be used to inform an ethical implementation framework with 

50 research stage-specific recommendations on how to utilize publicly-available data for 

51 machine-learning-based predictive analytics to predict HIV/AIDS risk in Sub-Saharan 

52 Africa.

53

54 Strengths and limitations of this study

55  A strength of this study is that it represents the perspectives of diverse experts 

56 on the unique ethical issues raised by the use of predictive analytics for 

57 HIV/AIDS risk on large public health datasets in Sub-Saharan Africa. 

58  Another strength of the study is our use of open-ended questions and qualitative 

59 analysis of anonymously collected data to enhance breadth and validity of 

60 responses, and three rounds of iterative surveys to identify areas of 

61 disagreement.

62  A third strength of the study is that it elicited specific suggestions from experts to 

63 navigate ethical tradeoffs, such as alternative methods of describing and 

64 disseminating findings of predictive analytics to minimize risks to privacy and of 

65 stigmatization, and suggestions for prioritizing specific groups for community 

66 engagement.
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67  The main limitation of this study is that a small number of respondents completed 

68 all three surveys, however, our expert respondents did represent diverse 

69 perspectives in informatics, bioethics of Africa-based studies, and African public 

70 health and HIV/AIDS.

71
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90 INTRODUCTION

91

92 It is now well recognized that the use of big data for health research poses 

93 significant ethical challenges.(1–3) In particular, such research poses risks to the 

94 privacy of sensitive information as well as the potential for re-identification, 

95 stigmatization, and bias.(4–6) Many research cohort datasets with individual or patient-

96 level information are available, such as those from epidemiological studies from 

97 biobanks (e.g., UK Biobank), repositories (such as dbGaP), and surveillance programs 

98 (e.g., Demographic and Health Surveys and US Centers for Disease Control and 

99 Prevention). 

100 Several research studies aim to predict HIV/AIDS risk in Sub-Saharan African 

101 (SSA) countries using data from the Demographic and Health Surveys (DHS).(7,8) 

102 While there were no specific regulatory barriers to this research, it raised concerns for 

103 the researchers about whether existing ethical frameworks were adequate to address its 

104 specific constellation of characteristics (see Fig. 1, Supplemental Information). Namely, 

105 these included the particularly sensitive nature of HIV/AIDS, especially in SSA 

106 countries, the granularity of the data (including household wealth, educational history, 

107 marital status, and the location of households’ villages or neighborhoods), the region’s 

108 history of human rights abuses and exploitation, and the goal of predicting HIV/AIDS 

109 risk using easily ascertainable features. While many international regulations, 

110 guidelines, and conventions already apply to biomedical research(9–12), we sought to 

111 understand whether using new types of predictive analytics on sensitive, publicly 

112 available data raised additional issues that warranted special attention by researchers.
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113 We therefore conducted a series of surveys of an expert panel with diverse 

114 expertise, including bioethics of Africa-based studies, informatics, and African public 

115 health and HIV/AIDS to better understand the ethical implications and concerns about 

116 this type of research and to inform an ethical framework and recommendations for 

117 researchers.

118

119 METHODS

120

121 Approach

122 Our overall approach was modeled after the Delphi method, but was heavily 

123 modified because our goal was not to achieve consensus but to document the range of 

124 perspectives of experts from diverse backgrounds about ethical issues and converge on 

125 recommendations for addressing them. Therefore, we relied largely on qualitative 

126 analysis, based on responses to open-ended questions to identify themes not already 

127 identified in the literature. We also asked closed-ended questions to better understand 

128 how individuals prioritized specific ethical issues and recommendations. We surveyed 

129 an expert panel in multiple rounds, building on responses to each round to develop the 

130 questions for the next one. We focused on identifying questions that required 

131 clarification or that indicated areas of disagreement that could be probed with more 

132 specificity in the subsequent survey. 

133

134 Sample
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135 Our multi-disciplinary research team, with backgrounds in bioethics, biomedical 

136 informatics, and public health in developing countries, identified 35 experts in 

137 informatics (n=10), African public health and HIV/AIDS (n=9) and bioethics of Africa-

138 based studies (n=16) that were known to team members to have expertise in the 

139 context of public health or HIV/AIDS in Africa, through searches of the biomedical and 

140 ethics literature (again, focusing on public health, HIV/AIDS, and the African context), 

141 and by snowball sampling. All but one of the public health and bioethics experts were 

142 from African countries (Ethiopia, Ghana, Kenya, Nigeria, Rwanda, South Africa, 

143 Uganda, Zambia, Zimbabwe), and all of the informatics experts had their primary 

144 academic appointments in the United States, but did work on health in Africa. All 

145 panelists were English-speaking. Experts were invited by email and were offered 

146 US$200 for participation in all three surveys. Twenty-two agreed by email to participate 

147 (22/35=63%). Five actively declined, and eight did not respond to the initial invitation or 

148 to follow-up emails. We invited all 22 experts who agreed to participate in the panel to 

149 take Surveys 2 and 3, regardless of whether they had taken prior surveys. Because the 

150 surveys were anonymous, we do not know whether the same participants responded to 

151 each of the 3 surveys.

152

153 Surveys

154 We administered a series of three online, scenario-based semi-structured 

155 surveys, anonymously via Qualtrics, to make participation convenient and encourage 

156 frank responses. Respondents were allowed approximately three weeks to respond, 

157 with two reminder emails to all 22 who initially agreed to participate. The initial survey 
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158 was designed to capture a wide range of ethical issues, including those that might not 

159 have been already identified in the literature using broad open-ended questions, as well 

160 as to assess the perceived importance of previously-raised concerns. Responses were 

161 then analyzed to identify areas that were most frequently identified as important but 

162 where there was also disagreement about what to do. Subsequent survey questions 

163 were developed to identify how experts would prioritize values or make tradeoffs 

164 between conflicting values to address ethical issues. 

165 Survey 1

166 Two research team members (MC and EB) developed the scenario for Survey 1 

167 that was based on an actual research study funded by the National Institute of Allergy 

168 and Infectious Diseases at the US National Institutes of Health and conducted by some 

169 of the team members (Box 1). The scenario briefly describes aspects of the DHS survey 

170 datasets that are used but does not explicitly name them.

171

Box 1: Survey 1 scenario

A group of American scientists funded by the US government is developing big data 
tools to identify individuals and groups at elevated risk of acquiring HIV in Sub-Saharan 
Africa. The purpose of the project is to help ministries of health and international public 
health organizations target testing and treatment programs to the individuals and groups 
most at-risk. The scientists are using large, publicly-available datasets that identify the 
HIV status of millions of individuals, and hundreds of additional personal and household 
features of these individuals, some of which is collected by surveys. Household wealth, 
educational history, marital status, and the GPS coordinates of the households’ village 
or neighborhood, among others, are characterized in detail. The data are readily 
available on the web for anyone who registers, and the source code for using the data 
and executing the HIV risk identification procedures are posted for public access. Policy 
makers in African countries have expressed interest in the findings, but have not 
specified how they plan to use the new information. 

172  
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173 The survey began with three open-ended questions about 1) ethical issues they 

174 believed should be addressed by researchers conducting the study; 2) any details about 

175 the study that were not provided in the scenario but would be important to 

176 understanding the associated ethical issues; and 3) any specific recommendations for 

177 researchers conducting this or similar studies.  We then asked respondents to rate the 

178 importance of seven ethical issues that we identified in the literature as potentially 

179 relevant to this scenario, using a 5-point uni-polar Likert scale ranging from 1=Not 

180 important at all to 5=Absolutely essential. Ethical issues included privacy, validity, power 

181 disparities, alignment and conflicts of interests, benefit-sharing, stigma, and bias (full 

182 item descriptions of the ethical issues can be found in Table 1). We specifically 

183 presented these seven issues after the open-ended questions in order to avoid 

184 anchoring or constraining open-ended responses, in hopes of eliciting a wide range of 

185 ethical issues and recommendations. 

186 Survey 2

187 Responses to Survey 1 indicated that, in order to comment on ethical issues and 

188 to make recommendations, respondents needed more detail on how informed consent 

189 and ethical review processes were conducted for data collection for the DHS and for 

190 data use by individual researchers. As a result, we significantly expanded the 

191 description of the study for Survey 2 to include details on what data were collected and 

192 how data privacy, access and ethical review of the DHS survey were handled (Fig. 1, 

193 Supplemental Information). This survey’s questions were open-ended, reflecting areas 

194 of consensus on importance that had emerged in the previous survey: 1) stakeholder 

195 engagement; 2) privacy/stigmatization/discrimination; 3) ethics review; 4) data access; 
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196 and 5) dissemination and communication of study findings (Fig. 2, Supplemental 

197 Information).

198 Survey 3

199 The findings from Survey 2 were used to design Survey 3 to probe areas of 

200 disagreement, and to elicit details that could inform draft recommendations about 

201 stakeholder engagement and ethics review. In Survey 3, we presented the same 

202 scenario as in Survey 2 (Fig. 1, Supplemental Information), but provided additional 

203 examples of analysis that could be conducted using the DHS data that highlighted the 

204 types of features that could be identified as risk factors using predictive analytics, and 

205 presented alternative ways of describing research findings that would pose tradeoffs 

206 between dissemination and privacy (Fig. 3, Supplemental Information). We then sought 

207 to clarify positions expressed by respondents in Survey 2 by focusing on policies and 

208 actions regarding: 1) who to include in stakeholder engagement (rating importance of 

209 each stakeholder on a Likert scale ranging from Critically important to include to Do not 

210 include); 2) strategies for dissemination of research findings to mitigate stigmatization 

211 and discrimination (rating level of agreement with statements on balancing privacy, 

212 stigmatization, and discrimination concerns with the dissemination of useful findings of 

213 risk factors for HIV/AIDS), and 3) requirements for ethical review (rating level of 

214 agreement with statements on the type of ethics review that is sufficient), with a closed-

215 ended component and opportunity for open-ended explanation.

216

217 Qualitative data analysis
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218 Responses to open-ended questions were analyzed as qualitative data. 

219 Statements were initially coded by one of the research team members (MC) to 

220 characterize the types of ethical issues or concerns that were raised, such as stigma, 

221 data ownership, or the need for stakeholder engagement. These codes were derived 

222 directly from the data. We then identified themes representing the most frequently 

223 occurring codes where there was lack of consensus or widely divergent views. SRQR 

224 reporting guidelines were used.(13)

225

226 Patient and public involvement

227 Patients and the public were not involved in research question development, 

228 study design, or analysis since the research specifically sought to elucidate experts' 

229 opinions on research utilizing big data for predicting HIV/AIDS. The expert panelists did 

230 propose appropriate approaches for community and public engagement and for 

231 disseminating sensitive research findings.

232

233 RESULTS

234

235 Survey 1

236 Of the 22 experts who agreed to participate in the panel, 16/22 (73%) responded 

237 to Survey 1 (overall response rate 16/35 = 46%). Because survey responses were 

238 anonymous, we do not know what proportion of respondents were experts in 

239 informatics, public health, or bioethics. 
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240 Open-ended responses were exceptionally rich, and reflected issues of re-

241 identification, stigma, discrimination against individuals, families, or geographically 

242 defined and/or socially defined groups, especially pointing to the possibility of linking to 

243 HIV risk. These responses were consistent with the importance accorded these issues 

244 in the responses to the closed-ended questions which were asked later in the survey. 

245 As an example of stigma and discrimination, one respondent stated: “Perhaps the most 

246 concerning is the possibility of developing models that are based on source codes that 

247 could potentially stigmatize people, who will be labeled as 'at risk' individuals. Stigma is 

248 one of the most harmful conditions in HIV care today, and effective interventions are 

249 very hard to develop.” Respondents brought up several general ethical concerns 

250 commonly raised in relation to biobanking in SSA (though not unique to SSA), such as 

251 data ownership and access, data security and privacy, research priority setting, and 

252 benefit-sharing.(14–16)

253 Several responses to the question “Are there any details about this study that 

254 were not provided here that you feel would be important to understanding the ethical 

255 issues related to the study?” elicited questions about whether and how consent was 

256 obtained from data donors to use personal data, whether at the initial collection of DHS 

257 data or at the start of research utilizing machine learning predictive analytics to analyze 

258 the data. Therefore, in the subsequent survey, we made greater distinctions between 

259 consent and data use for DHS and for the HIV study.

260 The specific use of big data predictive analytics generated several ethical issues 

261 that respondents wanted to ensure were properly addressed prior to any research, 

262 including assessment of the potential for bias, independent review of the validity of the 
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263 predictive analytics tools, and establishment of a plan for monitoring interventions for 

264 harm that could result based on which individuals or groups were identified as being 

265 high risk for HIV/AIDS. Several respondents also emphasized the need for researchers 

266 to think through how the big data predictive analytics outcomes can be used to inform 

267 testing and treatment programs beyond simply identifying high-risk individuals or 

268 groups.

269 Respondents articulated a number of ethical issues that were not mentioned in 

270 the closed-ended questions, especially concerns about using DHS data sources to 

271 predict HIV/AIDS risks specific to the African context. Contextual factors cited (see 

272 Table 2 for exemplar quotes) included a history of human rights abuses, lack of trust in 

273 government, misuse of research findings, HIV-associated characteristics (e.g., 

274 homosexuality) that are crimes in some African countries, lack of expertise in big data 

275 analysis, lack of agency of African researchers and ethicists, compliance with or lack of 

276 country-specific laws and policies, and the need for engaging African scientists in order 

277 to provide contextual knowledge to inform best research and ethics practices. Another 

278 theme that emerged was concern about data on Africans being used by non-African 

279 researchers (see Table 2).

280 In responses to closed-ended questions (see Table 1) respondents rated almost 

281 all issues as “of average importance”, “very important”, or “absolutely essential” (6 of 7 

282 issues had a mean rating of at least 4.0 on a scale of 1-5), and did not rate any of the 7 

283 issues as Not Important At All or Of Little Importance. Nevertheless, two items clearly 

284 emerged as being most important. First was the potential to stigmatize groups or 

285 populations that are uniquely identified by the research (all rated this issue as 
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286 Absolutely Essential) and, second, the privacy of individuals (14 rated this as Absolutely 

287 Essential, 2 as Very Important). The next two most important issues identified were the 

288 validity of findings using big data tools, and potential for bias.

289

290 Survey 2

291 Ten of 22 experts responded to Survey 2 (10/22 = 45%), which presented only 

292 open-ended questions.

293 Overall, community and stakeholder engagement that includes Africans, ideally 

294 in relevant countries, was seen as key to minimizing risks at several stages of the 

295 research process, including data access, protocol oversight, and dissemination and 

296 implementation of findings. Some recommended engagement at the regional as well as 

297 national level, and respondents named a wide range of stakeholder groups (see Table 

298 3). There was also broad support for community engagement in general to protect 

299 interests of local communities, groups and individuals. This engagement would provide 

300 the opportunity to better understand local concerns, values, norms, and cultural 

301 considerations and guide researchers on how to communicate findings in a way that 

302 mitigate risks to communities and individuals. Other purposes of stakeholder and 

303 community engagement were to provide education to public health officials and 

304 policymakers, clinicians, and communities, enhance buy-in, identify opportunities for 

305 capacity building and translation, and ultimately build trust and collaboration.

306 While Survey 1 indicated consensus on privacy as a primary concern, in Survey 

307 2, statements about how researchers could address this issue were mixed. Some 

308 acknowledged limits on researchers’ ability to prevent misuse of findings or to 
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309 completely protect data privacy; however, others also proposed specific actions to 

310 minimize harms. For example, one respondent said, “Of course there is nothing like 

311 absolute anonymization of data. I suggest that if sensitive results are obtained, it is 

312 imperative that the US research team works with communities in the affected countries 

313 on how best to disseminate the findings.” Another suggested, “Decide not to report data 

314 sub-groups containing very small numbers of individuals.”

315 There was a lack of consensus on the adequacy of centralized versus local 

316 ethics review and whether research on publicly-available or de-identified data was 

317 considered exempt from ethics review. Some respondents felt the centralized and local 

318 ethics review of the DHS surveys presented in the scenario would be adequate and the 

319 secondary data analysis of de-identified data would be exempt. However, one 

320 respondent articulated a differing view: “Ethics review from the regional and national 

321 bodies will be necessary… National ethics committee may be able to instill confidence 

322 that there is some oversight. Also any community and national level concerns may then 

323 be addressed.” Another respondent disagreed that research on de-identified data 

324 should be considered exempt and believed this protocol should “be reviewed (expedited 

325 review) by an IRB (ideally based in SSA)”. There was also disagreement about the 

326 adequacy of existing data access control and protection against stigma and 

327 discrimination from study findings. While one respondent suggested that data access 

328 controls were sufficient because data were de-identified, another would require “a clear 

329 data analysis and dissemination plan”, and another stated that protocol-specific data 

330 sharing agreements were necessary, because “Africa has suffered most from 

331 exploitation; both for research subjects and researchers.”
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332 Survey 3 

333 Ten experts responded (10/22 = 45%) to Survey 3, which primarily presented 

334 closed-ended questions, with space provided for participants to explain their responses. 

335 When asked which specific stakeholders would be critically important to include in 

336 stakeholder engagement, over half of participants believed African data scientists, 

337 African ethicists, representatives from a national Ministry of Health and representatives 

338 from African universities were necessary to include. Interestingly, responses were split 

339 (roughly in half) on whether African religious leaders and healers, African health 

340 workers and African patients and families were critically important to include or not 

341 important to include in stakeholder engagement. There were divergent opinions as to 

342 the necessity of representatives from local communities as well. One respondent 

343 articulated the concern that it might prove difficult to identify and engage with local 

344 communities with data coming from over one million people.

345 Representatives from the African regional WHO office (AFRO) and 

346 representatives from the African Academy of Science and public-health-related NGOs 

347 were viewed as stakeholders to include if resources were available, but not critical. For 

348 some participants, the stage of the study influenced which stakeholders they felt were 

349 relevant to engage. For example, community members only need to be engaged to 

350 minimize risks once the analysis is complete and agencies intend to take action based 

351 on results of the analysis. 

352 When asked about the balance between the benefits of disseminating the 

353 research findings and risks of identification and stigma, there was support for some 

354 limitations on reporting to protect the identity of individuals or small groups (i.e. reporting 
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355 overall performance of predictive models rather than individual risk factors) but less 

356 agreement about restricting reporting of findings that could identify small numbers of 

357 individuals if the findings would be less useful for public health officials. There was 

358 broad agreement on the need for community representatives to have input on how risk 

359 factors are described in publications (e.g., if local geographic regions were to be 

360 mentioned in publications, community representatives would know whether this could 

361 lead to stigmatization against those relevant sub-populations), but there was less 

362 consensus as to whether it was necessary to obtain input from public health officials. 

363 There was strong disagreement with the proposed statement that researchers cannot 

364 do anything to protect against stigmatization based on risk factors. Several strategies on 

365 the communication of results were suggested, including reviewing and validating 

366 predictive models, careful word choice in the packaging of results, and limited 

367 dissemination to need-to-know stakeholders such as public health planners.

368 In clarifying the divergence of responses in Survey 2 on the amount of ethics 

369 review required for data collection and data analysis, a majority of respondents agreed 

370 that the combination of centralized ethics review of data collection and institutional 

371 ethics review of data analysis by the researchers’ institution would be sufficient. Most 

372 respondents disagreed with the suggestions of requiring additional ethics review by all 

373 national research ethics committees of countries involved in data collection or additional 

374 ethics review by regional or African organizations.

375

376 DISCUSSION

377
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378 It is increasingly recognized that the use of predictive analytics and artificial 

379 intelligence techniques such as machine learning on health data raises new ethical 

380 concerns or exacerbate existing issues. Most research to date has unearthed issues 

381 arising in high-income contexts, but we demonstrate here that many of these issues are 

382 salient for lower-income contexts as well. The rapid convergence and availability of new 

383 analytic methods and big data bring out issues arising from the use of such techniques 

384 on publicly-available datasets, especially with sensitive data such as HIV/AIDS status. 

385 We explored these issues as they pertained to actual US-funded research that uses 

386 data from individuals in SSA, a context that could sharpen ethical and social concerns. 

387 We demonstrate that issues of data privacy, stigma and discrimination, which are well-

388 documented concerns of big data, were identified as key issues.(1,17,18) However, our 

389 expert panel largely agreed that the current practice of ethical review at the point of data 

390 collection and individual projects using large datasets was sufficient even in the SSA 

391 context.

392 While experts in our panel pointed to other problematic features of big data and 

393 predictive analytics such as bias, the preponderance of responses to open-ended 

394 questions highlighted ethical concerns that would apply to much of biomedical research 

395 generally, but with a focus on contextual factors. These factors included a history of 

396 human rights abuses, lack of trust in government and in non-African researchers, 

397 misuse of research findings, and obligations of US researchers to help build research 

398 capacity in Africa.(19)

399 On the other hand, there was some acknowledgement of the potential benefits 

400 from research presented in the scenario, as well as recognition of the inability to 
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401 maintain anonymity of research data. As a result, respondents were reluctant to support 

402 a complete block of the dissemination of findings. Respondents put forward a number of 

403 practical and feasible suggestions aimed at big data research, including privacy-

404 preserving approaches for reporting the findings of predictive analytic models such as 

405 reporting overall performance of predictive models rather than individual risk factors.  In 

406 addition, respondents suggested that benefits from research would be enhanced by 

407 validation of predictive analytic tools.

408 Our findings are consistent with previous studies that raised concerns over 

409 privacy, confidentiality, consent, and data misuse in the African context.(20–22) Our 

410 results demonstrate that consent and ensuring individual privacy and confidentiality 

411 were of primary concern to the expert panel, especially given use of predictive analytics. 

412 Our findings mirror statements of others such as the H3Africa working group on 

413 ethics, who identified that community engagement is needed to support the informed 

414 consent process in the context of genomic research in Africa.(23) Others have stressed 

415 that community engagement in public health research in Africa is not only instrumental 

416 to recruitment and retainment of participants in research studies, but also intrinsically 

417 valuable as good ethical practice.(20) Divergent from these findings, we saw no explicit 

418 connection drawn between community engagement and informed consent. However, 

419 both topics were raised by our expert panel as separate issues that needed to be 

420 addressed.

421 Community engagement is seen as a critical part of health research in general, 

422 especially in SSA, given the history of exploitation.(12,22,24,25) Yet, there is extensive 

423 variation in defining what constitutes a “community”.(22,23,26,27) Our findings indicate 
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424 recognition of the need for engagement at national, regional, and local levels with a 

425 wide array of proposed participants. Interestingly, our panel of experts found other 

426 stakeholders (i.e. African ethicists, university researchers, data scientists, and 

427 representatives from ministries of health and universities) beyond local communities to 

428 be crucial to engage with in order to minimize risks of stigmatization and discrimination. 

429 It is important to consider the nature of predictive analytics and big data research as 

430 transnational and inclusive of many individuals’ data. Therefore, this focus on broader 

431 stakeholders' engagement is explicable and perhaps a somewhat unique feature to 

432 research involving big data. Of course, these stakeholders have been identified as 

433 proposed participants of engagement for health research before, including within the 

434 context of genomics and biobanking in Africa.(14),(28),(29) Some have also suggested 

435 these stakeholders are in fact “community” in a broader interpretation.(22) 

436 Public health data shared appropriately depends on “the trust and confidence of 

437 those from whom such data are derived and relate to”.(20) Community and stakeholder 

438 engagement activities are key to developing such trust, and should be considered by 

439 researchers conducting studies using data from populations where trust has historically 

440 been threatened. The expert panel’s recommendations around which stakeholders are 

441 essential to include can help researchers using predictive analytics and artificial 

442 intelligence engage with relevant communities.

443 One limitation of this study was the small number of respondents that completed 

444 all three surveys. However, the participants were experts in their respective fields of 

445 informatics, public health, HIV/AIDS, and bioethics in Africa, which increased 
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446 confidence in the insights reported. In addition, the informatics experts were largely US-

447 based, although they had experience in working on HIV/AIDS and internationally.

448

449 CONCLUSION

450 Experts identified a number of ethical issues involved in carrying out research 

451 using big data predictive analytics to identify high-risk individuals or groups for 

452 HIV/AIDS in SSA. While many of these issues were not specific to big data or predictive 

453 analytics, our expert panel did focus on features specific to the SSA context, especially 

454 the inclusion of African researchers in all aspects of research. The expert panel offered 

455 strategies for navigating the trade-off between protection of privacy of sensitive and big 

456 data and dissemination of results, as well as priorities for which communities to involve 

457 in stakeholder engagement. Overall, the findings from this study can potentially inform 

458 an ethical implementation framework with research stage-specific recommendations on 

459 how to utilize machine-learning-based predictive analytics to predict risk of HIV/AIDS 

460 and other potentially sensitive conditions (such as COVID-19) in SSA. The 

461 recommendations could also be applicable to studies conducted in the context of 

462 serving historically disadvantaged or exploited groups more broadly.

463
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606 Table 1: Importance of ethical issues (Survey 1)
607

Item Mean
(1= not 

important 
at all, 5= 

absolutely 
essential)

N=16

SD

Potential to stigmatize identifiable groups or populations 5.0 0.00
Privacy of individuals whose data are contained in the 
databases

4.9 0.35

Validity of big data analytic tools 4.4 0.50
Potential bias introduced by big data analytic tools 4.3 0.70
Alignment of the interests of scientists, funding agency, and 
the intended beneficiaries

4.1 0.70

Benefit sharing between scientists and survey respondents 4.0 0.90
Power and economic disparities between scientists and 
survey respondents

3.8 0.75

608
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609 Table 2:  Contextual factors – exemplar quotes from Survey 1 respondents
610

Need for engaging African scientists
“For instance, a South African HIV researcher would be knowledgeable about 
existing stigma relating to this condition and to any attributes of the population 
groups that could be identified through this research. He or she would likely be in 
a better position than someone who has never been here to assess whether and 
when particular kinds of scientific results would be likely to fuel existing stigma or 
discrimination. He or she would also have ongoing access to these communities 
and would likely have some insight into how such groups should be referred to in 
publications emanating from this research.”

“The exclusion of African researchers from research about Africans, in my view, 
means that we do not maximize the opportunity to be effective.”

“The Americans (and their funders) should be in Africa, training Africans in big 
data methods and tools.”

Data on Africans being used by non-African researchers
“Countries in SSA are concerned with information being used by researchers 
abroad, and do not appreciate information being stored in servers outside of their 
countries, or extracted for analysis in abroad.” 

History of human rights abuses
“How the researchers protect the privacy of these individuals would be critical 
considering the gross human rights abuses and poor legal frameworks in certain 
jurisdictions across Africa.”

Lack of trust in government and potential for misuse of research findings
“The most important ethical consideration would be to ensure that the privacy of 
the individuals in the dataset is not compromised, and government officials have 
no way of tracing back individuals in the dataset up to the household level.”

“Trust - Entrusting Ministries/governments could misuse the information - how 
can this be safeguarded. Information and political use - interventions may be 
denied where political support is low in some regions. Development of tools 
which could be abused by authorities or for political reasons.”

HIV-associated characteristics (e.g., homosexuality) that are crimes in some 
African countries

“Since HIV infection is associated with homosexual behavior which is criminal in 
many SSA countries, individuals identified in the study may also be in legal 
jeopardy.”

“How will these researchers ensure that their results will be used for good and 
not for harmful or discriminatory purposes, especially considering that e.g. same-
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30

gender sexual relationships are illegal in many African countries, and that people 
who engage in them are actively persecuted in many?”

Lack of expertise in big data analysis
“Knowledge and understanding of what is big data - for ministries and for the 
populations.”

Lack of agency of African researchers and ethicists
“There is lack of expertise in ethics review and monitoring research involving big 
data.”

““The Americans (and their funders) should be in Africa, training Africans in big 
data methods and tools.”

Compliance with or lack of country-specific laws and policies
“Consider laws in each region/country as these may differ significantly, or simply 
not exist in a functional format. Important to understand what local laws are 
available and what is constitutionally acceptable.”

“…Information may have been deposited on an open source without permission, 
or in violation of the in-country laws.”

611
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31

612 Table 3: Potential relevant stakeholders for engagement identified by expert panel
613

Regional level: National level: Local level:
African Academy of 
Sciences 

Ministries of Health Individuals

World Health 
Organization Regional 
Office for Africa (AFRO)

Universities Communities

Public health-related 
NGOs

Community advisory 
boards

African public health 
policymakers

Religious leaders

African scientists (clinical 
and public health 
scientists, biomedical 
researchers, and data 
scientists)

Traditional healers

African healthcare 
workers
African ethicists

614
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SUPPLEMENTAL INFORMATION 
 
Figure 1: Survey 2 scenario 

Research team: US-based scientists with expertise in infectious diseases and 
bioinformatics.  
Funding source: US Department of Health and Human Services. 
 
Rationale: HIV is the largest single cause of death among adults in Sub-Saharan 
Africa, responsible for about a fifth of all adult deaths in 2017. However, despite the 
dramatic increase in the availability of antiretroviral therapy, over 1.2 million people 
were newly infected in Sub-Saharan Africa in 2017, an incidence rate more than 10-fold 
higher than in the United States. A better understanding of the social, behavioral, 
environmental, and economic contexts that influence HIV risk could improve the 
effectiveness and efficiency of prevention and treatment programs.  
 
Aims: The overall goal is to analyze large-scale datasets of HIV in Sub-Saharan Africa 
to identify new risk factors with potential to improve HIV care, and to help ministries of 
health and international public risk factors with potential to improve HIV care, and to 
help ministries of health and international public health organizations target testing and 
treatment programs.  
 
Methods: The primary approach entails aligning HIV test results (positive or negative 
for HIV-1) with all social, economic, behavioral, and environmental features collected on 
individuals in the Demographic and Health Surveys (DHS). The DHS has completed 
home-based HIV testing on over 1,000,000 individuals in sub-Saharan Africa, and the 
entirety of the DHS information – over 1,000 potential predictors for the average person 
– is available for each individual, de-identified as described below (see section on Data 
privacy, access and ethical review, below). For all biomarker testing, verbal pre- and 
post-test counseling and printed information are provided to respondents, and test 
results are kept confidential. HIV-positive respondents are referred to a local health care 
facility for appropriate care. Analytic approaches include testing for association of HIV 
status with each of the predictors, as well as building sophisticated prediction models of 
HIV status using statistical learning approaches such as LASSO and Elastic Net.  
 
Data sources: USAID Demographic and Health Surveys (DHS) from all Sub-Saharan 
African countries. All survey data are publicly available and are collected through a 
Household Questionnaire, and Individual Man’s or Woman’s Questionnaire, and a 
Biomarker Questionnaire. Household wealth, educational history, marital status, and the 
GPS coordinates of the households’ village or neighborhood, among others, are 
characterized in detail. Biomarker testing for HIV status has been conducted in all 
endemic sub-Saharan countries since 2003.  
 
Data privacy, access, and ethical review: Respondent interview and data files are 
initially identified by enumeration area (EA) and household numbers and then 
coversheets with these identifiers are destroyed and EA/household numbers are 
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randomly reassigned. Geographic coordinates of each survey are displaced in a 
random direction and distance up to 2 km (urban) or 5 km (rural) and randomly selected 
rural clusters displaced up to 10 km. 
 
DHS questionnaires and general data collection procedures are reviewed and approved 
by an external Institutional Review Board (IRB) and country-specific protocols are 
reviewed and approved by an IRB from the individual country, which ensures that the 
survey complies with national laws and norms. Informed consent is conducted by 
interviewers in person, in a private location to provide privacy about sensitive topics, 
and includes a discussion of the purpose of the interview or test, privacy about sensitive 
topics, and includes a discussion of the purpose of the interview or test, expected 
duration, procedures, potential risks and benefits to the respondent, and contact 
information for a person who can provide more information. Consent for those 
undergoing HIV testing for DHS also explains that test results cannot be provided to 
individuals because names are not attached, but that a free voucher for health services 
that can provide HIV testing, and a list of local testing facilities is provided for study 
participants and their partners. 
 
In order to access the DHS data, the US researchers registered for data access on the 
DHS website. Registration requires a project description and consent for maintaining 
the data secure and publishing only aggregated findings (i.e., not individual-level data). 
Once access was granted, the US researchers downloaded the data to secure servers 
with password protected access. The US researchers’ protocol has been reviewed and 
approved by their university’s IRB but is not considered human subjects research 
because it is considered research on an existing publicly- available, de-identified and 
non-coded dataset. 
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Figure 2: Survey 2 questions 

Q1. Stakeholder and community engagement. A theme that emerged from 
responses to Survey 1 was the need for the researchers to engage stakeholders in the 
planning, design, analysis and dissemination of the research in order to identify and 
address contextual factors, including local laws and attitudes. The stakeholders 
included African scientists, ethicists, public health policy makers, and communities.  
 
Given that the DHS data come from a large number of countries and are intended to be 
nationally representative, how would you suggest that the task of stakeholder 
engagement be approached, and by whom? 
 
Q2. Privacy, stigmatization and discrimination. Data privacy was clearly identified in 
Survey 1 as the most important ethical concern about the HIV Big Data research 
project, primarily because of the potential for stigmatization of and discrimination 
against people with HIV/AIDS. Even though data obtained by the researchers have 
been stripped of explicit identifiers, and data have been randomly displaced 
geographically, re-identification of individuals, families, and groups defined by 
geographical or phenotypic characteristics could still be a concern because of the large 
amount of data collected about each individual. The US researchers have assured their 
IRB that they will not attempt to re- identify individuals or groups from the subset of DHS 
data that they have obtained, but risk factors that emerge from their analysis could be 
used to identify and thus stigmatize or discriminate against those with those 
characteristics. 
 
How would you suggest that the US researchers minimize the chances that their 
identification of risk factors is misused? 
 
Q3. Ethics review. Data collection for the DHS surveys was conducted with informed 
consent and with centralized ethics review of the general protocol and local review of 
country- specific protocols. Because the data are publicly available, the US researchers’ 
IRB does not consider the secondary analysis of the data to be human subjects 
research. Although the US researchers obtained IRB approval from their university for 
their study, it was considered “exempt”, so further review and informed consent was not 
required. 
 
In Survey 1, some respondents expressed the need for ethics review. Do you believe 
that the centralized and local review of the DHS survey and by the US university 
sufficient? If not, what additional review should be instituted, by whom, and why? 
 
Q4. Data access. The DHS dataset is publicly available but subject to some access 
control. Any requests for access to data must be approved by DHS staff. General 
approvals do not automatically guarantee access to the HIV data. Separate requests 
must be made to access both the general survey and HIV survey data. 
 
Do you believe that this type of control of access to the DHS dataset is sufficient to 
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prevent misuse? If not, what additional controls would you recommend? 
 
Q5. Study findings. The analysis of the DHS data is anticipated to identify a set of risk 
factors for acquisition of HIV.  
 
Do you have any recommendations for the data analysts for how best to communicate 
what these risk factors are, assuming that the study findings will be disseminated to 
governmental and non-governmental public health organizations, other scientists, and 
to the general public? 
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Figure 3: Survey 3 examples added to research scenario 

Here are examples of data analyses that could be conducted with DHS data: 
 
These analyses would use data collected in 30 African countries, and include: the 
results of HIV tests from about 1,000,000 men and women between the ages of 15 and 
49 (women) or 15 and 59 (men) who had consented to an HIV test; household data 
(e.g. floor material, water source, electricity); family information (marital status, number 
of children); health information (hemoglobin measurement, height and weight); family 
planning information (use of contraception, sexual behavior patterns); and health 
behavior information (vaccination status, use of antenatal care services) among others. 
 
The analysis tests, statistically, which of these personal characteristics are most 
strongly associated with HIV status, and the precision of predictions from small subsets 
of characteristics. The predictors may or may not have been identified by previous 
epidemiological research, but may be strongly predictive. For example, bicycle 
ownership is, in some surveys, a strong predictor of HIV status, and adding it to a risk 
prediction model can improve prediction accuracy of HIV status from 82% to 85%. 
 
One type of analysis would identify the individual features that are most closely tied to 
HIV status. This would have the potential to improve targeting of public health programs 
or help design interventions. For example, if widowhood is identified as a strong 
predictor of being HIV-positive, this can help design testing and prevention programs 
that are tailored to widows. This is similar to the identification of male circumcision as a 
risk factor that led to clinical trials and large-scale public health programs. 
 
Another type of analysis would create risk scores that are a weighted combination of 
many individual features. This risk score would emerge from a commonly-used “black 
box” machine learning approach that chooses the combination of features that best 
predicts HIV status. The product of this analysis may not disclose any individual risk 
factors, and indeed some factors might only be predictive in combination with others.  
The analysis could report how well models predict the chance of being HIV-positive 
given a combination of features. 
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1

Standards for Reporting Qualitative Research (SRQR)*
http://www.equator-network.org/reporting-guidelines/srqr/

Page no(s).
Title and abstract

Title - Concise description of the nature and topic of the study Identifying the 
study as qualitative or indicating the approach (e.g., ethnography, grounded 
theory) or data collection methods (e.g., interview, focus group) is recommended  1

Abstract  - Summary of key elements of the study using the abstract format of the 
intended publication; typically includes background, purpose, methods, results, 
and conclusions  2-3

Introduction

Problem formulation - Description and significance of the problem/phenomenon 
studied; review of relevant theory and empirical work; problem statement  5-6
Purpose or research question - Purpose of the study and specific objectives or 
questions  5-6

Methods

Qualitative approach and research paradigm - Qualitative approach (e.g., 
ethnography, grounded theory, case study, phenomenology, narrative research) 
and guiding theory if appropriate; identifying the research paradigm (e.g., 
postpositivist, constructivist/ interpretivist) is also recommended; rationale**  6

Researcher characteristics and reflexivity - Researchers’ characteristics that may 
influence the research, including personal attributes, qualifications/experience, 
relationship with participants, assumptions, and/or presuppositions; potential or 
actual interaction between researchers’ characteristics and the research 
questions, approach, methods, results, and/or transferability  6-7
Context - Setting/site and salient contextual factors; rationale**  6-7

Sampling strategy - How and why research participants, documents, or events 
were selected; criteria for deciding when no further sampling was necessary (e.g., 
sampling saturation); rationale**  7-8

Ethical issues pertaining to human subjects - Documentation of approval by an 
appropriate ethics review board and participant consent, or explanation for lack 
thereof; other confidentiality and data security issues  11

Data collection methods - Types of data collected; details of data collection 
procedures including (as appropriate) start and stop dates of data collection and 
analysis, iterative process, triangulation of sources/methods, and modification of 
procedures in response to evolving study findings; rationale**  7-11
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2

Data collection instruments and technologies - Description of instruments (e.g., 
interview guides, questionnaires) and devices (e.g., audio recorders) used for data 
collection; if/how the instrument(s) changed over the course of the study  7-11

Units of study - Number and relevant characteristics of participants, documents, 
or events included in the study; level of participation (could be reported in results)  6-7

Data processing - Methods for processing data prior to and during analysis, 
including transcription, data entry, data management and security, verification of 
data integrity, data coding, and anonymization/de-identification of excerpts  7-11

Data analysis - Process by which inferences, themes, etc., were identified and 
developed, including the researchers involved in data analysis; usually references a 
specific paradigm or approach; rationale**  10-11

Techniques to enhance trustworthiness - Techniques to enhance trustworthiness 
and credibility of data analysis (e.g., member checking, audit trail, triangulation); 
rationale**  10-11

Results/findings

Synthesis and interpretation - Main findings (e.g., interpretations, inferences, and 
themes); might include development of a theory or model, or integration with 
prior research or theory  11-17
Links to empirical data - Evidence (e.g., quotes, field notes, text excerpts, 
photographs) to substantiate analytic findings  12,15,28-30

Discussion

Integration with prior work, implications, transferability, and contribution(s) to 
the field - Short summary of main findings; explanation of how findings and 
conclusions connect to, support, elaborate on, or challenge conclusions of earlier 
scholarship; discussion of scope of application/generalizability; identification of 
unique contribution(s) to scholarship in a discipline or field  17-20
Limitations - Trustworthiness and limitations of findings  20-21

Other
Conflicts of interest - Potential sources of influence or perceived influence on 
study conduct and conclusions; how these were managed  22
Funding - Sources of funding and other support; role of funders in data collection, 
interpretation, and reporting  22

*The authors created the SRQR by searching the literature to identify guidelines, reporting 
standards, and critical appraisal criteria for qualitative research; reviewing the reference 
lists of retrieved sources; and contacting experts to gain feedback. The SRQR aims to 
improve the transparency of all aspects of qualitative research by providing clear standards 
for reporting qualitative research.
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For peer review only

3

**The rationale should briefly discuss the justification for choosing that theory, approach, 
method, or technique rather than other options available, the assumptions and limitations 
implicit in those choices, and how those choices influence study conclusions and 
transferability. As appropriate, the rationale for several items might be discussed together.

Reference:  
O'Brien BC, Harris IB, Beckman TJ, Reed DA, Cook DA. Standards for reporting qualitative 
research: a synthesis of recommendations. Academic Medicine, Vol. 89, No. 9 / Sept 2014
DOI: 10.1097/ACM.0000000000000388
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